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APPARATUS AND METHOD FOR RE-DIRECTING A CLIENT SESSION 



TECHNICAL FIELD OF THE IN VENTION 

The present invention relates in general to 
information transfer and processing and more particularly 
to an apparatus and method for re-directing a client 
session . 
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BACKGROUND OF THE INVENTION 

A Wireless Access Protocol (WAP) load balancer is a 
device that distributes WAP traffic received over a 
wireless network on a User Datagram Protocol (UDP) bearer 
network among a group of WAP gateways. Each WAP gateway 
translates requests from the WML stack to a WWW protocol 
stack, such as HTML and TCP/IP. The WAP gateway encodes 
and decodes web content to reduce the size and number of 
packets traveling over the wireless network. The WAP 
gateway interfaces with subscriber databases in order to 
provide client specific services. 

Because of the growth and size of the wireless 
subscriber market, content customers providing WAP 
services are quickly experiencing more bottlenecks at 
their WAP gateways. The WAP load balancer is used to 
distribute WAP traffic among WAP gateways in order to 
relieve and avoid bottlenecks in the system. 

A Wireless Session Protocol (WSP) is a session layer 
protocol for operation between a WAP client and a WAP 
gateway. The WSP provides connection oriented and 

connection-less oriented session services with optional 
security to upper level application layers. For a 
connection oriented service, the client establishes a 
reliable session with a server and releases that session 
in an orderly manner. The association between client and 
server session is with a session identifier. The WAP 
gateway maintains the session state based on the session 
identifier for all session management packets. 

With multiple WAP gateways, the WAP load balancer 
must ensure that all packets associated with a single 
session are sent to the same WAP gateway. This becomes 
problematic when a gateway re-directs a request to a 
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different port and/or Internet Protocol address in order 
to obtain the necessary information to satisfy the 
request. Therefore, it is desirable to be able to re- 
direct a request in a multiple gateway environment. 
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SUMMARY OF THE INVENTION 

From the foregoing, it may be appreciated by those 
skilled in the art that a need has arisen for a technique 
to handle request re-direction in a multiple gateway 
environment. In accordance with the present invention, 
an apparatus and method for re-directing a client session 
are provided that substantially eliminate or greatly 
reduce disadvantages and problems associated with 
convention session re-direction techniques. 

According to an embodiment of the present invention, 
there is provided a method for re-directing a client 
session that includes receiving a session initiation 
request from a client terminal. One of a plurality of 
gateways is selected to process the request. A re-direct 
message is sent to the client terminal that includes 
information identifying the selected gateway. Subsequent 
requests may then be transferred from the client terminal 
to the selected gateway without additional processing. 
The information identifying the selected gateway may be a 
private port number associated with the selected gateway 
or the Internet protocol address of the selected gateway. 

The present invention provides various technical 
advantages over conventional WAP Gateway deployment. For 
example, one technical advantage is to provide seamless 
WAP Gateway scalability by re-directing a client's 
session from a load balancer using either a destination 
port number or an Internet Protocol address. Another 
technical advantage is to direct client traffic to a 
previously chosen gateway for all requests in a session 
regardless of whether the session is suspended and 
subsequently resumed. Yet another technical advantage is 
to avoid depending on the session identifier for traffic 
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routing during re-direction. Other technical advantages 
may be readily ascertainable by those skilled in the art 
from the following figures, description, and claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present 
invention and the advantages thereof, reference is now 
made to the following description taken in conjunction 
5 with the accompanying drawings, wherein like reference 

numerals represent like parts, in which: 

FIGURE 1 illustrates a block diagram of a wireless 
access protocol network; 

FIGURE 2 illustrates operation of the wireless 
10 access protocol network. 
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DETAILED DESCRIPTION OF THE INVENTION 

FIGURE 1 is a block diagram of a wireless access 
protocol (WAP) network 10. WAP network 10 provides 
access to and from a web server 12 for a mobile WAP 
client 14. WAP network 10 includes an air interface unit 
16 to receive and transmit WAP traffic in a Wireless 
Markup Language (WML) from and to WAP client 14 . WAP 
traffic received from WAP client 14 by air interface unit 
16 is provided to a WAP load balancer 18. WAP load 
balancer 18 assigns the WAP traffic to one of a plurality 
of WAP gateways 2 0 using a processor 19. WAP load 
balancer 18 may be between air interface unit 16 and WAP 
gateways 2 0 as shown or may be part of a network link to 
air interface unit 16 with WAP gateways 20. Each WAP 
gateway 2 0 converts the WAP traffic from the WML format 
to a Hyper Text Markup Language (HTML) format. The WAP 
traffic in the HTML format is passed onto web server 12 
through an Internet Protocol (IP) network 22. 

Web server 12 generates a response in the HTML 
associated with the received WAP traffic request. The 
response is sent to the appropriate WAP gateway 20 
through IP network 22. WAP gateway converts the response 
from the HTML format to the WML format . WAP gateway 
passes the response in the WML format to WAP load 
balancer 18 for transmission to WAP client 14 through air 
interface 16. 

Communications between WAP gateway 2 0 and WAP mobile 
client 14 operate according to a session layer protocol 
such as a Wireless Session Protocol (WSP) . WSP allows 
for sessions to be suspended and resumed. If a session 
is suspended, WAP load balancer 18 will need to know 
which WAP gateway 2 0 to which WAP mobile client 14 was 
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communicating in order to provide a seamless and 
transparent operation upon the resumption of the session. 

FIGURE 2 shows an example of a session between WAP 
mobile client 14 and WAP gateway 2 0 through WAP load 
5 balancer 18. WAP mobile client 14 initiates a session by 

sending a CONNECT message in order to establish 
communications with a WAP gateway 20. WAP load balancer 
18 receives the CONNECT message and determines which one 
of the WAP gateways 20 is to interact with this WAP 

10 mobile client 14. This determination may be accomplished 

through any of a variety of techniques, including 
sophisticated priority schemes and assignments or simple 
cyclical round robin fashion. Once determined, WAP load 
balancer 18 generates a REPLY message to WAP mobile 

15 client 14 that includes a re-direct message. The re- 

direct message includes information identifying the WAP 
gateway 2 0 selected for processing requests from WAP 
mobile client 14. WAP mobile client 14 then sends a 
subsequent CONNECT message containing the information 

2 0 identifying the selected WAP gateway 2 0 which is 

transferred to the selected WAP gateway 2 0 either 
directly or transparently through WAP load balancer 18 
depending on the configuration with air interface unit 
16. WAP mobile client 14 establishes a session with the 

2 5 selected WAP gateway 2 0 through REQUEST and REPLY 

messages and continues with the session until suspension 
or termination of the session. Upon suspension of a 
session, WAP mobile client 14 may resume the session in 
an efficient manner as it knows the information 

30 identifying the selected WAP gateway 20. 

Information identifying the selected gateway may be 
provided in at least two methods. In one method, WAP 
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load balancer 18 provides a port number associated with 
the selected WAP gateway 20 to WAP mobile client 14 in 
the re-direct message of the REPLY message. Each WAP 
gateway is assigned a private port number in WAP load 
5 balancer 18 . Upon receiving a request from WAP mobile 

client 14, WAP load balancer selects a WAP gateway 18 and 
provides its private port number to WAP mobile client 14. 
WAP mobile client 14 communicates with the selected WAP 
gateway 2 0 through this private port number. WAP load 
10 balancer 18 maintains an association between WAP mobile 

client 14 and the selected WAP gateway 20 in processor 
19. 

Under the Wireless Session Protocol, there may be a 
defined destination port number such as 9201. WAP load 

15 balancer 18 may translate between the private port number 

provided to WAP mobile client 14 and the defined 9201 
destination port number. When receiving a subsequent 
request from WAP mobile client 14 that includes a private 
port number, WAP load balancer 18 translates the private 

20 port number into the defined 9201 destination port number 

of the selected WAP gateway 20. Similarly, when 

receiving a response from the selected WAP gateway 2 0 
having the defined 9201 port number, WAP load balancer 18 
translates the defined 9201 port number to the private 

25 port number associated with the selected WAP gateway 20. 

In a second method, the information identifying the 
selected WAP gateway 20 is the IP address of the selected 
WAP gateway 20. Upon receiving the request from WAP 
mobile client 14, WAP load balancer 18 selects an 

30 appropriate WAP gateway to process the request. WAP load 

balancer 18 then sends a re-direct message to WAP mobile 
client 14 that includes the IP address of the selected 
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WAP gateway 20. WAP mobile client 14 can send subsequent 
requests to the selected WAP gateway 2 0 using the 
provided IP address without further intervention by WAP 
load balancer 18. WAP load balancer 18 maintains the 
5 relationship between WAP mobile client 14 and the 

selected WAP gateway 20 as this re-direction technique 
may be of a temporary or permanent nature. 

With the re-direction approaches discussed above, 
WAP load balancer 18 has one to one relationship 

10 information between WAP mobile clients 14 and WAP 

gateways 20. With this information, WAP load balancer 18 
can direct client traffic to a previously chosen gateways 
without monitoring session state, without having to 
process session identifiers, and with the flexibility to 

15 handle suspend and resume scenarios. 

Thus, it is apparent that there has been provided, 
in accordance with the present invention, an apparatus 
and method for re-directing a client session that 
satisfies the advantages set forth above. Although the 

2 0 present invention has been described in detail, it should 

be understood that various changes, substitutions, and 
alterations may be made herein. For example, though 
discussed with reference to a wireless network, the 
present invention may be equally incorporated in wireline 

25 or optical networks. Other examples may be readily 

ascertainable by those skilled in the art and may be made 
herein without departing from the spirit and scope of the 
present invention as defined by the following claims. 



